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David Marcoux, CISSP

Austin, TX 78749 • 512.565.2749 • david@davidmarcoux.com
Security Pro Seeking Career at Green Co!
Looking for an information security expert and green technology enthusiast? 

I can bring immediate value to your company today!
Saved companies millions of dollars by reaching and maintaining PCI and SOX compliance

Protected over 100 million private customer records from being breached
Defended U.S. military against cyber attacks after 9/11 by actively uncovering weaknesses
Proficiencies
	· PCI Compliance Management

· Encryption, Key Mgt, PKI 

NABCEP PV Entry Level Cert
	· Data Loss Prevention (DLP) 

· Security Risk Assessments

· Solar PV Design & Installation
	· Incident Response Plan

· SCADA/EMS/GMS Security

· Residential Energy Audits


Development
	Solar PV, Wind, Green Building, Energy Management

Solar PV installation and team leader in training, volunteer
Home weatherization and efficiency analyst, volunteer
Auditing, Windows, Web App Security, Intrusion Detection 

Advanced Ethical Hacking: Expert Penetration Testing

Incident Response and Computer Forensics

Managing a Computer Security Incident Response Team

Splunk, McAfee IPS, Netscreen Firewall/VPN, Imperva, Vericept 
	Diablo Valley College

GRID Alternatives 

1House at a Time    

SANS Institute   

InfoSec Institute  

Foundstone

Carnegie Mellon

Vendor Training



Professional Experience
Senior Security Engineer – NCsoft Corporation
2009 – present
· Saved the company over $1M in lost revenue and fines by keeping full compliance with PCI DSS 2.0
· Built and maintained an essential PCI Compliance Program to ensure security and compliance
· Managed the computer incident response, coordination and communications roles in large incidents
· Developed new, successful computer security incident response (IR) process based on NIST 800-61
· Developed an end-user security training and awareness program to reduce social engineering
· Implemented key security services such as the F5 ASM/WAF, Tripwire Enterprise, and SafeNet HSMs
Senior Information Security Solutions Engineer – Safeway Inc
2006 – 2009
· Architected and managed a comprehensive, 3-year, $0.5M enterprise “data security” initiative

· Researched and implemented all of the enterprise data loss prevention (DLP) tools and processes

· Managed and promoted a 2-year, $0.3M PC, and laptop encryption program using Credant 
· Reformed and matured enterprise encryption and key management policies, processes, and tools
· Designed comprehensive DBMS security strategy with hardening, logging, monitoring, and encryption
· Engaged and informed end-users with creatively targeted messages, graphics, surveys, and feedback 
· Created 15 information security policy documents for emerging technologies including encryption, key management, servers, databases, virtualization, workstations, remote access, and mobile devices
continued . . .

Senior Data Network Security Engineer – American President Lines LTD
2005 – 2006
· Architected and deployed Skybox View, an enterprise security risk management and modeling tool
· Managed an enterprise firewall migration from Symantec SGS to Checkpoint without downtime
· Supported all network security components involved in a massive data center migration project

· Oversaw outsourced managed security services (MSS) relationship with Symantec Corporation

· Troubleshot and resolved 3 persistent production firewall failures that were thought to be unsolvable
· Wrote a compelling position paper for NAC/NAP and explained the options for a phased adoption

Senior Information Security Analyst – Safeway Inc
2004 – 2005

· Managed a competitive product evaluation, selection, and procurement process worth $0.8M

· Assessed critical business applications for security risks and regulatory compliance (SOX, PCI, HIPAA)

· Provided security risk consulting, guidance, analysis, and requirements to internal business units

· Created enterprise security event monitoring center, set vision and policies, hired and trained staff
· Overhauled computer security incident response team (CSIRT) procedures and escalation policies
Senior Computer Security Analyst – United States Coast Guard
2001 – 2004
· Managed the growth and development of a world-class Computer Incident Response Team (CIRT)

· Engineered and deployed an enterprise IDS solution using Snort, Barnyard, MySQL, and ACID

· Developed custom scripts to extend the functionality of open source security tools such as Nessus

· Conducted vulnerability scans, penetration tests, and risk assessments on military networks

· Reviewed project proposals, suggested countermeasures, and provided a formal written risk analysis

· Wrote and edited incident reports and security bulletins for specific audiences including senior leaders

· Investigated civil and criminal cases by collecting, preserving, and analyzing forensic evidence

· Recognized and formally awarded for outstanding achievements, innovation, and successful projects
Technology Skills
Security
Data loss prevention (DLP), Symantec/Vontu, Vericept, encryption & key management (certificates, databases, backup tapes, file systems, endpoint devices), Credant, Protegrity, Ingrian, SafeNet, PGP, ethical hacking, penetration testing, intrusion detection, IDS, IPS, Snort, Sourcefire, TippingPoint, firewall, DMZ, packet analysis, tcpdump, Ethereal, incident handling, forensics, vulnerability scanning, Tenable/Nessus,  nCircle, Retina, Security Event Management (SEM), Splunk, e-Security, auditing, policy, hardening, SSL, VPN, F5 Application Security Module (ASM), RSA SecurID
Platforms
UNIX, Linux, Windows 2003/2008, VMware, Databases (MS SQL, MySQL, Oracle, DB2)

Data/Voice

Cisco, Juniper, proxy, VPN, caching, 802.11/WiFi, OSI model, DHCP, DNS, BIND
Scripting/Coding
UNIX Shell, HTML, SQL, DOS Batch, Assembly, Software Engineering Principles
Education 
Bachelor of Science in Computer and Information Science
University of Maryland University College, Adelphi, MD

